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ALTANOVA , una empresa de Doble Engire=iing, proporciona soluciones de
diagndstico a empresas de energia e inal <irias para mejorar el rendimiento
de sus activos eléctricos a través de equipos de prueba portdtiles, sistemas de
monitoreo avanzado y servicios profesionales.
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Historia de Altanova QHQﬁOXA

Tetass

L 2 b
I.S.A. Istrumentazioni Sistemi Automatici S.r.l. K\Q

se establecid en Taino ITALIA. @

B 1999 TECHIMP nacié indirectamente dek\o

Universidad de Bologna ITALIA.

B 0017 |.S.A.y TECHIMP se fusion%Q
ANOVA.

dando origen al Grupo@

B 2019 INTELLISAW se u&&rupo ALTANOVA.

BN 2021 Grupo N;QA pasa a formar parte de Grupo
ESCO ology Group y se une a la empresa

Doble Engineering, como parte de la division USG.
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Historia de Doble Engineering
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Nuestras Soluciones ALTANOVA

AT isa Mswm WHmE TICHM -
*\Q;stemas de Monitoreo
Imprescindible para las pruebas de K Pase de un mantenimiento basado
mantenimiento del dia a dia de los activos @ en el tiempo a un mantenimiento
eléctricos. Util en fases especificas del ciclo @ basado en la condicién.

de vida de los activos: . Q
* Obtener. \
* QOperar. Q
* Mantener. Q
* Desmantelar.

Concéntrese en el mantenimiento
predictivo y cambie el enfoque del
costo del valor del activo eléctrico a
los costos de interrupcion de la red.

Servicios Profesionales

Una oferta variada segun el ciclo de vida
del activo eléctrico:

* Instalacion y puesta en marcha.
* Prueba de diagnostico.
* Analisis de los datos.

* Consultoria.

* Capacitacion.

Fuerte evolucion de la tendencia de
digitalizacién en la industria eléctrica.
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Soluciones para Pruebas y Monitoreo: ALTANOVA
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B Transformadores de potencia.

[ ] Transﬁ@%res de Corriente & Voltaje.

B Interruptores.

] @@)adores de proteccion.

B Celdas de HV con aislamiento de gas. M\ Medidores y transductores.
B Cables MV/HV/EHV. @Q Mdquinas Rotarias.

B Celdas de MV/LV. \@ B Variador de frecuencia.

B Baterias. 60

B Catenarias.
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Protecciéon, Automatizacién y Control de ALTANOVA

. ANED isa Msiow \Wmon T cl-n @
Sistemas. C

Diserio de Subestacion A\ Fstacion IHM

) Centro de Control K A
Convencional. 3 @ —
@ |_|_| |_|.J | — ) |_|_|

Logicas de UL 2

bloqueo Q
____Cableado en paralelo Aderie con cables de cobre |
Relé X1| Relé \ Relé X1| [Relé X2
H BH BN
-
Celdas 3/ Celdas

TCs / TPs Covencional TCs / TPs

Covencional . :
Convecionales Convecionales

ights Reserved




Evolucion de Red Eléctrica AI—TANOVA
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Multiples retos a las que hacer frente. ’\Qﬁ'}a - “]“H Eﬂﬁ?ﬁ E 'Pj
— Interconexiones, Automatizacion, Comunicaciones, é - =
Tamano & Costo -

« Nuevo concepto » Substation Automation Syst@.A.S.) 2 BRR] cocm e T—

— Intelligent Electrical Devices (I.E.D.): Relé %
— |IEC-61850 Bus Proceso / Bus Estacig hernet) e
— SMV (Sampled Measurement Values) Q&'V,
— GOOSE (Alarmas, Disparos...) @S (Reportes...)

||

Desde el transformador de instr@to para medicion de
H H S!rﬂzl;:t?es
Voltajes y Corrientes. 9 Yolegesna  ——] Merging Unit | .3nes

Relay | Relay | Control
A B A
IEC 61850-9-2

L————————1
Ethernet Merging
Process Bus Unit

O%

measured with AJD conversion IEC 61850-9

— Seguro, pequefio, I@, ecuado: MU (Merging Units) s |  Resamping —
Instrument Synchronization
Transformers = =
Converting to

—>| IEC 61850 protocol

tTlme synchronization
for sampling
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¢Qué es IEC-61850 ? ; Qué logra? ALTANOVA
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IEC-61850

—

Modelado
Configuracion

Sclyider

Comunicacion

Equipos de Subestaciones “Real” \® “Digital” S.A.S.

Diferentes fabricantes, equipOs) Objetivos del Estandar:
medidas, dispositivos de troly * Interoperabilidad
proteccion, diferente@  Libre configuracion

configuraciones de funciones e Estabilidad a largo plazo
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|IEC-61850 Comunicacién de Bus Estacion / Bus /“}LT{W\WNOVA

de Proceso

Diseno de nueva Subestacion {\Q

“Digital’... ;facil de probar? Estacion IHM

Centro de Control
T MIW “I Comuni’a&&t‘hernet;

Gateway [————] Elipipgcion de cables. Nivel de
|BUS de Estacidn c®esb a la Informacion. Estacion
Controlador| |Relé X1| [Relé X2 \® Controlador| |Relé X1| [Relé X2 Nivel de

de Bahia \Q de Bahia Bahia

- =
AN de Proceso |

Celdas Inteligente TC%S No- MU MU Nivel de
Proceso

Convencionales
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Principio Fundamental del IEC 61850 ALTANOVA

O

El principio fundamental del |EC 61850 es el d \Jtilizacién de protocolos
de comunicaciones que describe completa e la estructura de datos vy
funcionalidades del sistema de infor ’a\' en la subestacion en una

manera estandarizada @Q
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Retos para las pruebas de protecciones. ALTANOVA
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* Nuevos equipos de proteccion manejan mas que sof@%ones de proteccion a
probar (Intelligent Electrical Devices)

 L|a tecnologia ha cambiado: Todo se vuelve ° I@q, por lo tanto, aumenta los
intercambios de datos y contribuye a las pre’@\ ciones de “Big Data”, incluyendo
problemas de Ciberseguridad.

* AuUn y por mucho tiempo, duplicacm% equipo de proteccién “Convencional” &

“Digital” para mantenimiento y pru riddicas.
 Ampliar los conocimientos es del personal de proteccion a (Redes, Ethernet,
Conceptos, etc), y se deben d litar las pruebas (mas “Visual”)

 las caracteristicas deamiento para pruebas con |EC-61850, no son
comprendidas por la @or a de los que prueban dispositivos.

©2022 Altanova Group. All Rights Reserved



Retos para las pruebas de protecciones, cont. ALTANQBYA

ATED isa M WHB TICHM ()

* Existen diferentes herramientas para analisis de red t@%o Wireshark, pero son
dificiles de usar para la visualizacion de datos duran pruebas

* Una subestacion completa y su archivo SCD pod@contener 100 IED’s o mas, que
podria ser dificil de manejar durante los @entes escenarios de prueba sin
errores.

e El proceso de configuracion de una p@gs a veces un metodo de pruebay error.
S

* No existe cabida para errores cuan@ esta realizando pruebas de mantenimiento

en una subestacion en servicickQ\

O
@Q
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Lenguaje de Configuracion de Sistema (SCL) -  ALTANOVA
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XML

Una idea central de IEC-61850 es un lenguaje de descripcion, que describe |Evafiente la estructura de datos vy la
funcionalidad de un sistema de informacién de subestacién de manera estaﬂQa izada.

@o se comunica.

SCL es un lenguaje de descripcion que describe toda la informacion

. <SCL xmins:xsi="http:/, org/2001/XMLSchema-instance” xmlins="http://www.iec.ch/61850/2003/SCL"
El formato del archivo es XML xsi:schemaLocation .iec.ch/61850/2003/SCL SCL.xsd" version="2007" revision="A">
. <Header id="SCL B A T1-1" toollD="SSI-Tool" nameStructure="I[EDName" />
(eXtensible Markup Language) R Y <c—"Baden>
<Pow rma®»nIMe="T1" type="PTR">
< ns®&y 1" InClass="PDIF" ldInst="F1" iedName="D1Q1BP2" />
; ; <L ="1" InClass="YLTC" IdInst="S12D1T1" iedName="None" />
Este lenguaje estandarizado e P e
puede ser entendido por diSpOSitiVOS @ermi al connectivityNode="S12/D1/Q1/L1" substationName="812" voltageLevelName="D1" bayName="Q1"
c ame="L1" />
y software de diferentes ansformerWinding>
. <TransformerWinding name="W2" type="PTW">
fabr|ca ntes, asegu rando uno B d<'lr;|erminaLgo?nectivityNodef‘S12/E1/Q2/L3” substationName="512" voltageLevelName="E1" bayName="Q2"
L odeName="L3" />
de los objetivos clave de IEC 61850 O <[TransformerWinding>
</PowerTransformer>

<VoltageLevel name="D1">
<Voltage multiplier="k" unit="V">220</Voltage>

Interoperabilidad de multiples pro

<Bay name="Q1">
. . <LNode iedName="None" IdInst="S12D1Q1" InClass="PDIS" InInst="1" />
— EqUIva/ente G/ dlagl’ama /GdO <ConductingEquipment name="11" type="CTR">
<Terminal connectivityNode="S12/D1/Q1/L1" substationName="S12" voltageLevelName="D1" bayName="Q1"
de alambrado. cNodeName="L1" />

<SubEquipment name="R" phase="A">
<LNode iedName="D1Q1BP2" IdInst="F1" InClass="TCTR" Inlnst="1" />
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ISquciones en Hardware N-T/\NOV/\
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F8 Hardware ALTANOVA
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GPS

1 PPS
QZSSs
GLONASS
BeiDou

USB 3.0 Tipo C

Comunicacion &

USB 3.0 Tipo A Control con la PC

7-modulos F8300

Seleccionable On/Off
Memoria Externa

O: 2 x Puertos SFP 1[5 b o rtos Ethernet

f%bbreé FC'/bura 1x PoE (40W /57 V)
P 10/100/1000 Mbps c/u

PTP IEEE 1588 v.2 ([PTP v2)
IEC 61850-9-3 Power Utility Profile

4-modulos F8200

©2022 Altanova Group. All Rights Reserved



Protection Suite

Relés de Proteccion
- Electromecanicos
- Estado Sélido
- Digitales

]°‘°f Alambrado TC's

Trabaja con las serie Doble F
F6000 y F800.

Loud Alambrado PT's
fig] 4cmbradoPrs

—_||]|- Transductor/Medidor

Phasor Measurement Units \®
€&

O
@@

ALTANOVA
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as de Estado Estable

Pruebas de Estado Dinamico
Secuencias de Estado

Pruebas Transitorias
Personalizacién de las pruebas
Pruebas IEC 61850
Automatizacidny Scripting

Documentacion y reportes
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Protection Suite - [EC 61850 Tools QSEIQNOXA

IEC 61850 Tools Launch® 61850TesT... Reset GOOSE Configure GOOSE

IEC 61850 Overview £ Open X 5]
€ v p » ThisPC » Desktop » TGOSV Search T60 S
L 2
No IEDs loaded from SCL Organize v New folder \ : -« [ 0
Pictures N Name ) ate modified Typ! Size
Recordings & T80 5V.cid 2022 12:03 PM (
Lﬂast‘lctﬂm [ This pC B 160 5V.icd 6/2/2 PM ICD File 531
- 3D Objects
B Desktop
No Sampled Values streams Documents
T & Downloads
GOOSE D Music
c'mng:gm;:;n &= Pictures
GCX2 . Videos
i Windows (T
CEFA" N YT >
Clear Sampled Value sireams name: [ v All SCL files (*.cid;".icd;" scd™ii ~
Clear GOOSE Clear Al Clear Imported Cancel
¥ Configure the path to 61850TesT in Preferences >,

PriSec |Secondary ~ Time |§ ~

Battry [0 [WOMLE 1] Tess oK
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Protection Suite - IEC 61850 Tools, cont.

ALTANOVA

A DOBLE COMPANY
AEED isa mMsumm WS TICHM D

Launch® 61850TesT... Reset GOOSE Configure GOOSE

=

IEC 61850 Tools
IEC 61850 Overview
3 IEDs loaded from SCL (Total 7 access points)
MMS control points : 1 mod and 1 sim
GOOSE publications : 2 datasets, subscriptions : 0 data attributes
Load from Instrument - No GOOSE I/O configured
sct Last loaded on 6/2/2022 1:18:39 PM from
C:\Users\mvelazquez\Desktop\T60 SW\T60 SV .cid
2 Sampled Value streams
Import
GOOSE
configuration
from legacy
GCX2
Clear All
Clear Sampled Value streams
Clear GOOSE Clear All Clear Imported Mually Entered
* Configure the path to 61850TesT in Preferences >
2l v
Battery [ o [MEMN=[1] Tests ]

PréSec Secondary ¥ Tme s v

©2022 Altanova Group. All Rights Reserved



Protection Suite — |IEC 61850 Tools, cont. ALTANOVA
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IEC 61850 Tools

Save ¥ | Reset GOOSE  Configure GOOSE

GOOSE Publication/Subscription [ Cammen! - Instrument Configuration for GOOSE | Sampled V =
Publications Manufacturer / G GN Label GP Filter Subscriptions GP
i} IED GE_UR (S1) GE Multilin L90 ’ IED GE_UR (S1)
IED GE_UR (52) GE Multilin L90 \ IED GE_UR (S2)
IED GE_UR (S3) GE Multilin L90 IED GE_UR (S3)
IED GE_UR (P1) GE Multilin L30 "1 IED GE_UR (P1)

IED GE_UR (P2) GE Multilin L90

IED GE_UR (P2)
"] IED RxSV1MUD1 GE Multilin GE_Digital_Energy_URPM ' [ED RxSVIMUD1
IED RxSV2MU02 GE Multilin GE_Digital_Energy_URPM IED RxSV2MU02

Expand al Collapse 3l Expand al Collase al
[] only show GNs/GPs  [] Hide unconnected [] Show Fitered IEDs [ only show GPs ] Hide unconnected [] Auto Collapse [[] Show Fitered IEDs only

Battery Emm Tests

PriSec |Secondary ~| Time § v

©2022 Altanova Group. All Rights Reserved



Protection Suite — IEC 61850 Tools, cont.

ALTANOVA

A DOBLE COMPANY

AN isa M W

IEC 61850 Tools Save ¥ | Reset GOOSE Configure GOOSE
& GOOSE Publication/Subscription [ Common Inputs | Common = |
Fitter Publications Manufacturer / GSE ID (Da Subscriptions GP
=[] IED UR_T60 (51) GE Multilin T60 L 2 IED UR_T60 (S1)
= G Master/LLNO/GoCBO1 TXPIOC(TT6_PIOQ) \ ton  [¥] IED UR_T60 (52)
DA general Prot.PhsIocP10C1.0p.general (ST) GN1 | i FALSE (0) IED UR_T60 (S3)
DA phsa Prot.PhsIocP10C.0p phsa(ST) e | ‘ -;;Gé(-{)-) IED UR_T60 (P1)
Prot.PhslocPIOC Op phsB (5T T L off N o s IED UR_T60 (P2)
Prot.PhsIocPI0CL.0p.phsC (ST) FALSE (0) 1 IED RxSV1MUD1
Prot.PhsIocP10CL.0p.q (ST) o 6-00000000-P-T0 IED RxSV2MUD2
TxPTOC(TT6_PTOC) Simulaton [¥]
DA general Prot.PhsTocPTOC1.0p.general (ST) { FALSE (0)
DA phsa Prot.PhsTocPTOC1.0p. phsA (ST) T FASE() :
DA phsg Prot.PhsTocPTOC1.0p. phsB (ST) - Fane(o) '
DA phsC Prot.PhsTocPTOCL.Op. phsC(ST) | FALSE(O) i
DA g Prot PhsTocPTOC.0p. (ST) oN10 " c-o0000000-10
IED UR_T60 (52) GE Multilin T60
IED UR_T60 (53) GE Multilin T60
IED UR_T60 (P1) GE Multilin T60
IED UR_T60 (P2) GE Multilin T60
IED RXSVIMUOD1 GE Multilin GE_Digital Egergy_URPM
IED RxSV2MUO02 GE Multilin GE_0fff RPM
Expand al Collapse al Expand all Collapse all
L] only show Ghs/GPs ] Hide unconnected  [] Show Filtered IED [0 onlyshow GPs  [] Hide unconnected [] Auto Collapse [[] Show Fitered IEDs only
Battery E[m Tests PrySec |Secondary ~ Time s ~
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Protection Suite — IEC 61850 Tools, cont.

[Comman Inputs

Default Digital Inputs

L Label

1 N1
2 N2
3 GN3
5 N4
5| GNs
§ GNs
7 GN7
8 GNe
9 | GN9
10 =)

5TocPTOC1.0p.general (ST)
ot.PhsTocPTOC1.0p.phsA (ST)
Prot.PhsTocPTOC1.0p.phsB (ST)
Prot.PhsTocPTOC1.0p.phsC (ST)
Prot,PhsTocPTOC1.0p.q (ST)

ALTANOVA

A DOBLE COMPANY
1Y I vy -

AN isa M W

Configure GOOSE

=

Connections
GE_URMaster/LLN0$GO$GoCBO1
GE_URMaster/LLNO$GO$GoCBOL
GE_URMaster/LLN0$SGOSGoCBO1
GE_URMaster/LLNO$GOSGoCBOL
GE_URMaster/LLN0$GO$GoCBO1
GE_URMaster/LLNOSGO$GoCBR
GE_URMaster/LLN0$G0$GoCB02
GE_URMaster/LLN0SGOSGaCBI2
GE_URMaster/LLNOSGOSGoCBR
GE_URMaster/LLN0$GO$GoCB02

K] [ X X X [ %] (X)X

Tests

Pri/Sec |Secondary v| Time & ~

©2022 Altanova Group. All Rights Reserved



Protection Suite — IEC 61850 Tools, cont.

ALTANOVA
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AN isa M W

Remove all SV streams

Import SCL file Reset GOOSE

0]

RxSV2MU02
LD instance name 1 .
DOBLEMU0201
01:0C:CD:04:00:02
4000
0

Sampled Value ID
Destination MAC Addres
Application ID  Hex
VLAN ID Hex

VLAN Priority v 4 >
MSV control e MSVCBO1 MSVCBO3
crip)
Cor on 1 L
Variant Fram SCL From SCL
ormat (FSsIUu F4800S114U4 F48005118U4
Sample rate 80 foy 4800 /s
(samples) per packet 1 1
Dataset name PhsMeas1 e PhsMeas2
Number of current channels 4 8
Number of voltage channels % 4
Include VLAN header M ]

PriSec Secondary v| Time |5

©2022 Altanova Group. All Rights Reserved



Protection Suite — Test Plan ALTANOVA
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— 22 NewRelay1: NewTestPlan] - Protection Suite — a X
_E!E'
Ly Test 1: New_Test Mode_1
Define parameters for IEC 61850 support test ¥ Add IEDs from SCL Run Test A d

w Unselect all| et selected to ‘on'| [Clear all selected test objectives| ~ Fiter

| ° 0 Read selected IEDs, [[] Hide all ignored items . Q
|
| UR_T60 \
[v] Mod | Beh

Master/LLNO
test/blocked v
on (1)
test (3)
test/blocked (4)

off (5)

= Bﬁngﬂm Tests |1, New_Test Mode_1 (Test Mode) v AP

PrySec Primary v Time s v
©2022 Altanova Group. All Rights Reserved
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#® NewRelay1: NewTestPlan1 - Protection Suite

i o X
Test 1: New_TestMode_1 ('R
Define parameters for IEC 61850 support test ¥  Add IEDs from SCL Run Test v
e | &

[ Unselect all | | Set selected to on'| [Clear all selected test objectives| ~ Filter

° 0 Read selected IEDs [C] Hide all ignored items
UR_T60 \
vl

Mod | Beh
Master/LLND
stbiockes

- N

\
o

B B m@ﬂgm Tests |1, New_Test Mode_1 (Test Mode) v @E

PrySec |Primary v| Time 58 v

Protection Suite — Test Plan, cont. ALTANOVA

A DOBLE COMPANY
TECHM? (L) s
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Protection Suite — Test Plan, cont. ALTANOVA
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@_IJE NewRelay1: NewTestPlan1 - Protection Suite - = a X

Define parameters for IEC 61850 support test Save ¥ | Add IEDs from SCL Run Test v

D} e I -
Nephem— Q
[Unselect all | [Set selected to ‘false] [Clear all selected test objectives| ~ Fiter:
4 © ) [Readselected IEDs [] Hide all ignored items

UR_T60 \
V@

Master/LPHD1

)

\&
o

=

B{ E B{ Battery Emlzl Tests | 2. New_Simulation Mode_1 (Sim Mode) v Ak PrySec Primary v Time |5 v
©2022 Altanova Group. All Rights Reserved



Protection Suite — Test Plan, cont.

ALTANOVA
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EE NewRelay1: NewTestPlan] - Protection Suite

Define parameters for IEC 61850 support test

¥ Add IEDs from SCL RunTest W

Vel

[ Unselect all| [Set selected to false] [Clear all selected test objectives|  Filter

© O [Ressocusiny)

C UR_T60
2 >- |
Master/LPHD1

of ey -

Nl =
.9

[T] Hide all ignored items

\&
o

i_@

B E B mmmm Tests | 2. New_Simulation Mode_1 (Sim Mode)

V‘D

Pri/Sec | Primary ~ Tme 5 ~
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Protection Suite — Test Plan, cont.
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ALTANOVA

A DOBLE COMPANY

NewRelay1: NewTestPlan1 - Protection Suite

’

Define test plan parameters and test steps

Test Steps

Device Name NewRelayl
Test Steps
" Test Name & ey

*,

U New_Test Mode_1 =]
» ﬂilzl New_Simulation Mode_1 E

Steady State Response Test
Steady State Tests b
Dynamic Tests »
State Simulation »
Transient Playback »
|EC 61830 Support »
Data entry and information »
Basic instrument controls »
Specialized applications »
¥
Insert copy of selected test »
Append copy of selected test »
»
4| Autorun: Selectal Select none test ¥

B mﬂném Tests |2, New_Simulation Mode_1 (Sim Mode

#
Autosynchronizing Relay, (ASYNCH)
Binary Search, Current, (BSRHOI)
Binary Search, Voltage, (BSRHOV)
Close Angle, Voltage or Current, (CLOSEA)
Manual Frequency Ramp, (CREEPF)
Manual Current Ramp, (CREEPI)
Manuzl Voltage Ramp, (CREEPV)
Double Ramp, Current, (DRAMPI)
Double Ramp, Voltage, (DRAMPY)
Frequency Double Ramp, (FRDRMP)
Frequency Ramp, Timer Start, (FRRMPT)
Go/No Go, Frequency, (GONGOF)
Go/No Go, Current, (GONGOI)
Go/No Go, Voltage, (GONGOV)
Inductive Pickup, Current, (INDPUIT)
Inductive Pickup, Voltage, (INDPUV)
Linear Ramp, Frequency, (LRAMPF)
Linear Ramp, Current, (LRAMPI)
Linear Ramp, Voltage, (LRAMPY)

al Current Plot, (PLOTII)
ential Veltage Plot, (PLOTVV)
ear Ramp, Current, (PRAMPI)
Pulsed Linear Ramp, Voltage, (PRAMPY)
Reach Binary Search, Current, (RCHBOI)

v

SVConfig W

Defauk Battery Settin:

X 30 mo

Created: 2022-Jun-15 by: mvelazquez

v [ Hide disabled tests

Formula
Last Created (Pl
and Alerts
2022-Jin-17 ( 2022-Jun-17 2022-Jun-17 o/o/o x
June1? | 2022-dun-17 2022317 | 000 |||

Pri/Sec |Primary

=] X
RunTest W
=
Tme |58 «
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Protection Suite — Test Plan, cont. ALTANOVA

ATED isa - MSgi WIHEY TECHMP (00w

Save v SVConfig W Run Test W

Active Sources Used for this Test * Rename All Sources -
Tnstrument Source Connections
Hi Lo,

Redording Type Range
*, Name Labe!

DOBLEMUD101_UDIATVTR1 |w vi

DOBLEMUO0101_UDIBTVTR2 |v | v2 .
DOBLEMUOD101_UDICTVIRI | V3 .
DOBLEMUO0101_UOINTVTRY |w | VN

DOBLEMUO101_IDIATCTR1  |w | n !

DOBLEMU0101_I01BTCTR2  |v
DOBLEMUO0101_IDICTCTR3

DOBLEMUQ101_T0 T

X [ X D [ X %] X

Ooooogao

m@mm Tests |1. New_LRAMPI_1 (LRAMPI) v A PriSec [Secondary v Tme (s v
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Protection Suite — Test Plan, cont. ALTANOVA

ATED isa - MSgi WIHEY TECHMP (00w

pel Define test parameters, measurement ranges and triggering for generalized response tests. Save v SVConfig W Run Test w
N0 0000 S N —— S
o —_—

—| | =
L 2
Logic Inputs Setup
Channel Details ing and Scaling Standard |v
‘ ‘ Digital i Sensor Scaling COMTRADE
» m Label Input Type  Usage  Comnections rec . toms L (Current Probe) Crannel Info CTNT Rato
EL Inpt Output Unis P pri Sec
1 LN1 |w LNL v L7 | T o w 250 V (rms) |~ 1V iv v ~ s ~ 1 1 3
2 GN1 = (51 GOOSE GE_URMaste.. X
|
|
|
L
ﬂ
—— Bat Wmmm Tests |1. New_LRAMPI_1 (LRAMPT) v e PrySec |Secondary | Time |s
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GE UR Relay — Phase IOC Q!;IQNOXA

5 Sove || &5 Hosmrel @Mﬂﬂl 29 Reset | \'IJ'E?A‘J":‘_H,'-M‘:

PARAMETER PHASE 10C1 T PHASE 10C2 T PHASE 10C4 T
Function Enabled Disabled Disabled ‘
Source | P_IOC (SRC 1) | P_IOC (SRC 1) P_IOC (SRC 1) [
Pickup 1.500 pu 1.000 pu 1.000 pu |
Delay 000s | 000s * 0.00s 000s
Reset Delay 0.00s 0.00s 0.00s 0.00s
Block A OFF | OFF OFF I OFF
Block B OFF OFF OFF OFF
Block C } OFF | OFF OFF | OFF
Target Latched | Self-re o Seif-reset | Self-reset
Events Enabled Disab) | Disabled Disabled

1 pu=5Asec \Q 1.5 pu=7.5Asec
@) 600/5=120 A pri
120 * 7.5=900 A
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Protection Suite — Test Plan, cont.

) ™~

AN isa M W

ALTANOVA

A DOBLE COMPANY

SV Config W

RunTest W

| Overview

‘ Linear Ramp, Current -

ig'

Current

ProTesT Equivalent: LRAMPI

‘ TestPomls 7 |E leecccsscsssssiassssssssasnnsnnnn
ame Value
e Actual Ofiset Current 0.000 A
| 0.000 A e oo
| z Delta Current 0.000 A
| Deka Time 0.000 5
E Currant Limt 0.000 A
‘ Fault details
Fault type None N
View Graph Voltage 0.00 vV
-
Action State Summary Control Panel Sense Settings
Sources Connactions
i & CT/VT Ratio (i T Channel 1D Label Connections Sense Condition
DOBLEMUD101 U01ATVIRL | [] 1 o000 1z 51| *GN1 | aellew GE_URMaster/LLN0SGO$GaCBOL (5 0>1 v
DOBLEMUD101_UOIBTVTRZ | [] 1 Peoooorz |
DOBLEMUDIOI UOICTVTR3 | [J 1 Peoooorz | et | s
DOBLEMUDI0I UOINTVTRS | [] = 1 P e0.000 vz Sense Duration 00005
DOBLEMU0101_I0IATCTRL | [] 1 Ps0.000 1z ke i O
DOBLEMUD101_I0IBTCTR2 | [] 1 Peoooomz | T
DOBLEMU0101_101CTCTRS | [] 1 Feo.000 1z
| DOBLEMUD101_10INTCTR4 | [] 1 F60.000 tz
Battery Emm Tests 1. New_LRAMPI 1 (LRAMPI) PrifSec Secondary v Time 5 v
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Protection Suite — Test Plan, cont ALTANOVA

ATED isa - MSgi WIHEY TECHMP (00w

L)

Define device parameters and test plans. Edit... y Save v SV Config ™ Run Test sl
*) Lt

1

Device capabilities [ Protection (relay)

Device Hame NewRelayl i Location
Fie Path
Electrical Parameters VIsand CTs
| Vaoltage (Vn) 1200V Line to Line bt
|
Nominal Current {In] 504

Def;
| Values System Reference Fraquency 5000 Hz | s
Default Battery Voltage ov Q
Naming 1 | 2 3
Phase Mumber Current Sources 7 M 7
Phase Rotstion  Forward (ABC)

Maximuen Voltage P 240
Test Limits
[ — 100.00

Regulatory category

Wmmm Tests | 1. New_LRAMPL_L (LRAMPI) v |P PrySec |Secondary ~| Time |5 ~

©2022 Altanova Group. All Rights Reserved




Protection Suite — Test Plan, cont

ALTANOVA

A DOBLE COMPANY
AEED isa mMsumm WS TICHM D

Define test parameters, measurement ranges and triggering for generalized response tests. Save v SV Config w Run Test L4
'} o]

Linear Ramp, Current (DOBLEMU0101_I01ATCTR1, DOBLEMU0101_I01BTCTR2, DOBLEMU0101_I01CTCTR3) ProTesT Equivalent: LRAMPI  *
Test Points I EEENE
MName Value
i e Offset Currant 870.000 A
000008 | " Offset Duration 3.0005
% Delta Currant 10.000 A
Deka Time 1.000s
e Currant Limt 910.000 A
Fault details
View Graph
Generste Sources 3V +31 v
Action angle offset 0.00* (™
Action State Summary Control Panel Sense Settings
Sources Connections
CT/VT Ratic . ; 3
= /) % e Channel 1D Label Connections Sense Condition
DOBLEMUO101_UDLATVTR1 1000 0.00° 50000 z s1| =an1 [SHIFS GE_URMaster/LLN0SGO$GoCBO1 (3 0>1 v
DDBLEMLI!][DI_UUIHWZ 1000 240.00° Vﬁo.ﬂﬂﬂ Hz |
1 Sense Dty 0.000s
DOBLEMUD101_UDICTVTR3 1000 120.00 * 50.000 Hz i
DOBLEMUDI0L_UOINTVTRY| [] = 1000 0.00° P 60,000 Hz S i 0000 5
DOBLEMUO101_IDIATCTR1 120 0.00° F50.000 Hz Pl s when oy 0
DOBLEMUQ101_I01BTCTR2 120 250.00° Ps0.000 1z 5 —
umpers
DOBLEMUO101_I01CTCTR3 120 120.00 Fs0.000 vz
DOBLEMUD101_IDINTCTRS | [] = 120 0.00° P 60.000 Hz
Test comments
Battery Emm Tests |1. New_LRAMPL_1 (LRAMPT) v| 4 Prysec [primary ~| Tme s~
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ALTANOVA

A DOBLE COMPANY
ATED isa - MSgi WIHEY TECHMP (00w

Protection Suite — Test Plan, cont

v SV Config W RunTest W

Test Points | S

it

Value |v | 900.000 A4 L] 10.00 % po

| Absolute Minimum 0.000 A Tolara @
|

Percent |V

A\ |
' S5

[~ Show Phasor

Wmmm Tests | 1. New_LRAMPL 1 (LRAMPT) v | PriSec [Pimary  v| Tme |s v
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Protection Suite — Test Plan, cont Q!:IQNOXA

SVConfig [¥] RunTest w
d of (On) Start SV publishing (zero values) »

Continue publizhing

en® of test (Off)

Continue publishing at end of test (OFF) »
SV start delay (25)...
Configure SV for sefected test...

Value [v| 900.000A ® 10.00 %
Absolute Minimum 0.000 A Tolerance

\
o

™ Show Phasor...

Pri/Sec | Primary v Tme |8

mmmm Tests | 1. New_LRAMPI 1 (LRAMPI) “ 4
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Verificacion del Sampled Values. ALTANQQ%

D isa M= W i (W

& Capturing from PROCESS -Ethernet 4 = o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
moe R QewmEF R =S Qaqafi
[W]~pply a dis Ctrl [= I
No. Time Source Destination Protocol Length smpCnt stium  svD Info ~
0\
Frame 1: 123 bytes on wire (984 bits), 123 bytes captured (984 bits) on interface \Device\NPF_{FOADBB53-64D6-4D4 PRFEO6CE0ACY, id @ (s
» Ethernet II, Src: DobleEng_90:a5:98 (80:1e:d4:00:25:98), Dst: Iec-Tc57_04:00:01 (01:8c:cd:04:00:01)
v IEC61858 Sampled Values
APPID: @x4600
;199
Reserved 1: ©x8000 (32768), Simulated |
Reserved 2: @x0000 (@)
~ savPdu
noASDU: 1
v segASDU: 1 item
v A
smpCnt: 3408
confRev: 1 v
0020 @1 @c cd 04 00 01 @0 le d4 00 a5 98 88 ba 40 00 e o ~
2010 90 6d 80 00 00 00 60 63 80 @1 @1 a2 S5e 30 5c¢ 80 m Tc
120 @b 44 4f 42 Ac 45 4d 55 30 31 30 31 82 82 @d 50 DOBLEMU
190 83 @4 6@ 00 00 01 85 @1 @1 87 40 00 00 00 00 00
06 60 00 00 00 6C 00 @ ©0 60 00 G0 6e 00 @0 60
v
© ¥ PROCESS -Ethernet 4: <live capture in proqrass> Packets: 102231 - Displayed: 102231 (100.0%) Profile; Default

©2022 Altanova Group. All Rights Reserved



ALTANOV

LE COMPANY

(T LI vy Co—

Protection Suite - Results

AL isa Msigm, Wfme g

;:] Relay, Devcs | Test Plan: NewTastPlant) Test1: New_LRAMPL_1 {F5cc.tc7 110 | Raports |« instrument ‘I’écmso'rm]‘;;}’wpmi Proforsi®s

Define test parameters, measurement ranges and triggering lor generalized response tests SVConfig W Run Test

pm— I gﬁ:n',l Test Points { — i Workshest ‘ l;nam | — t Buns [ Notes { ég Recording lF;frrmRunmmf

Test Points

Show Phasor

Battery IEI“'_ ests | 1. New_LRAMPL1 (LRAMPI) VSec | Secondary

$zusz Alttanova oroup. All Rights Reserved



61850 TesT ALTANOVA

ATED isa - MSgi WIHEY TECHMP (00w

* b
Un software para poder realizar monitoreos con equi@go

 Compatible con F6y F8. ’\Q 61890 TesTud
q@@

IEC 61850.

* Configuracion de Entradas y Salidas aI?/ e prueba.
* Anunciador en forma de panel o tabula¥en tiempo real. Me
e Visualizacion de las formas de@t. o

e Senales capturadas en fg OMTRADE.

©
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61850 TesT ALTANOVA

A DOBLE COMPANY
A isa MxiE, WEE TICHMP (D

—@ 6188 61850 TesT v3.1.5
@

/ 1 Files

Open Open configuration files

@
=
“
o
e

"B Browse

Validate SCL Schema Load Options Popout Option
O std. Ed.1 O std. Ed.2 [ Client Simuiator ] Server Smulator a ] Server @

EE c:\Ui(:\Users\mvclazquez\b:sklup
I

‘D {0 1ndd Include Sub folders

D_ EH4L0) mvelazquez ~
@) android  File
#4) ciaco
@3 config

| B d
By iderc
B ssh
- 30 Objects

. @ AppData Network Card Selection
212 Application Data
[#14 CDI5F661ASCA44FSASAAECDDT 1C2408(
@£ Contacts
#1£5) Cookies

| B2 Desktop

| | B RELAY SOFTWARES

&3 TEOSY
@ DobleLogs

@+ Documents
) Downloads
) Favortes
[ 1) IntelGraphicsProfiles
B14 Links

| 513 Local Settings
@2 Music

< #43 My Documents

< = Matbinad

[Reaek USB NIC: \Device \NPF_(FS

Reaktek USB NIC: \Device \NPF

inte(R) Ethemet Connection @ 2154
Microsot: \Device \NPF_{B5SMR55-

Project Files Test Configuration IEC 61850 SCL Files Search Pattern

©2022 Altanova Group. All Rights Reserved



ALTANOVA

A DOBLE COMPANY

A isa Ms L W TICHMP (i

ol850 TesT, cont.

& 61850 TesTv3.1.5

.25 ——

View, discover or simulate SV messages

o‘“\re'

Op
7 substation | susmiser |

E c:\U . ) ) Sulppcibe SV outs de the cecemmasiied MAC AMldcas cangall Alow addition of vy discovused imeteaaee

Ow— VLAN
o= Source MAC Address Dest MAC Address svID 1ED Name Lo Dataset Name e R AsDU Sync

== "\ DobleEng (00-16-D4-00-45-58) J 01-0C-CO-04-00-01 N, posiemuois  J - ‘\ 4000 0 ] W s 1 Local
m |
Custom label T Scale Factor OffSet




ol850 TesT, cont.

@ 61850 TesT v3.1.5

ALTANOVA

A DOBLE COMPANY
A isa Msmm WD TICHMP (i

5| Display Live values of configured Data set/ Report items

SV Graph
L
~ 4~ g 5V Packets Source
s| s @] @ Network cad () PCAPfile |
@ — ~—= Al
[ ol & Grq Graph Configuration =) DOBLEMU0101_00-1E-D4-00-A5-98 ga 4l | =]
F 1 (] Analog Chart_1 —
N ] ] N veme [PRUEBASY v &EE L?Nm_’\mp B series A|
¢ 18.Amp Display Name VN.Vol
< o = Phasor and grid display offset 0
d f d G Graph Window Duration E {ms) Scale Factor 0.01
Series Color [T parkSeaGreen v
i 7 1d Te{ Test Configuration
L

= M [ Logto COMTRADE ®) Wehout tngger (mmediate) Provggerduaton: || na) ~

= H M - () Wah tigger options ) [,u, et ellings
17| T Testcuration 15 @) ) Start SV along with GOOSE/ Report trend t”““md‘m‘*‘i |:] fm3) - o
Tinf | Ty ; Tty Status
L || iy i ]
I

©zUzz Attanova brotp. All Rights Reserved



ALTANOVA

AT isa MsEmL WX TICHM ()

61850 TesT, cont.

[+2  Anslyser

0 seare

fli 7




ol850 TesT, cont.

ALTANOVA

A DOBLE COMPANY
TECHM QD v

AT isa Mz Wi

@ 61850 TesTw3.1.5

X
~
239.999...
IC.Amp  |120 119.999...
INAmp | 120 |359.999... o
>
® Network card I ,
Graph Corfiguration ' [=] DOBLEMUO101_00-1E-D4-00-A5-98 BEsl |3
=] Analog Chart_1 @ =
Neme |PRUEBASV YHE&E ) M“KIA,AN B Series ~
- 18.Amp Display Name VN.Vol
[ Phasor and gnd display - IC.Amp offset o
Graph Window Duration 350 ims) - IN.Amp Scale Factor 0.01
;!<‘ VA.Vol Series Color ] parkSeaGreen v
Test Corfiguration Chart Edtor Trigger Options
A Log to COMTRADE ® Wihout tngg
Test durstion B E] ol Documents *> Doble > Comtradefile >
~
7 Date modified Type Size
20220616 17:26:53.323 5
20200616 17.26.:53.219 PRUEBA SV_5V_20220616T132629 6/16/2022 1:26 FM File folder
2022061617.26.53.208
202206-16 17:26:45 888
202206-16 172646 118
- [ | XBR

©2022 Altanova Group. All Rights Reserved



Verificacion del mensaje GOOSE ALTANOVA

AN isa M W M

M “STATION - Ethernet 15 - o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help ’

A9 I ORBLenEFE S QQal

[ goose BHEd -+
o Time Source Destination Pratocol Length -smant sthum | suD Info IR

— &

Frame 102: 142 bytes on wire (1136 bits), 142 bytes captured (1136 bits) on interfa 2 e\NPF_{5B764E49-A70E -439A-8C66-6(8639AF621A}, id @ A
Ethernet II, Src: Ge_©3:13:5a (dc:37:52:03:13:5a), Dst: Iec-Tc57_01:00:00 (01'Qa :
~ GOOSE
APPID: 0x0001 (1)
Length: 128
Reserved 1: 0x0000 (0)
Reserved 2: ©x0000 (0)
v goosePdu
gachef | UR TﬁﬂNaster‘/LLNB$GO$GD(BGI |
lo

PL
datSet: UR TEBMaster‘/LLNBiTTG PIOC

goID: TxPIOC

sthum: 55
aeae 01 oc cd 01 00 00 | 88
00 80 00 00 00 @@ 61 76 B8O lh 55 52 13
4d 61 73 74 65 72 2f Ac Ac de 30 24 47\
6f 43 42 3@ 31 81 02 de 20 82 1a 55 52
30 4d 61 73 74 65 72 2f Ac Ac de 30 24 5.

av - -UR_T6@
hster/L LN@$GO$G
pCBOL- -N UR_T6
6Master/ LLNO$TT6

v
@ ¥ vareshark STATION - Ethernet 1SJB2IN1.pcapng Fackets: 558 * Dispiayed: 38 (6.8%) * Dropped: 0 (0.0%) || profiie: Default

©2022 Altanova Group. All Rights Reserved



ol850 TesT

ALTANOVA

A DOBLE COMPANY
TECHM? D

D isa M= W

Source MAC
Address

GSE ID

LefcHefe (S4-E1-AD-

ChiLine1

Ge (DC-37-52-03-13

TxPIOC

Ge (DC-37-52-03-13

TxPTOC

LefcHefe (54-E1-AD-

SEL_351 1

LefeHefe (54-E1-AD-

SEL 3511

LefcHefe (54-E1-AD-

SEL_351_1

—_ 15l

Details from SCL file

"°U='3.E
| Use GP

olojoiocioclo




ol850 TesT, cont. Q!: IQN OXA

- =} X

@ 61850 TesTv3.1.5
2 — o

Simulated value change equence no. arnval time

UR_T6OMaster/LLN

[- [Ge (DC-37-52-03... |0 UR_T6&0Master/LLN... TT6_PIOC 2 TxPIOC 1] 14:53:54.433.. ) 56 3 | 14:53:54.620...
|- | Ge (DC-37-52-03... |0 UR_T6&0Master/LLN... TT6_PIOC 3 TxPIOC Boolean 0] 14:43:45.346.. 56 3 | 14:53:54.620...
| Ge (DC-37-52-03... |0 UR_T&0Master/LLN... TT6_PIOC 4 TxPIOC | |Boolean | D) 14:43:45.346.. 56 3§ 14:53:54.620...

(=] &

e \
o

rserved




61850 TesT, cont. ALTANOVA

by

g ! Chaplay Hame M BB@ Annunciator Type < ' Led
2l el e Grid Properties —_— Asrange Widget Left |
&l Display Vall | |
E E E [lj‘ Delete ][Q &wuﬂm] &l Display Val2 . | |
) Display Val3 |
Show Textual Display True .
Show Widget True
=
On Color I LimeGreen
Header Background Color ! Black
Value Background Color ' [ ComflowerBlue
Widget Bottom Background Color - I steciBlue B
Widget Top Background Colgr B Gray

O

I “:eserved




ol850 TesT, cont.

ALTANOVA

A DOBLE COMPANY
AR isa M, e T3

61850 TesTv3.1.5

Annunciator Configuration

DeplayName  [PRUEBA | [3 [2] ) Annunciztor Type

Grid Properties — Arange Widget
d S Rows 2 B coumns |2 -:~ Bl Data ftem for Widget

] F ApplicationID
. [ Delete |[H  saveand activate | __ ControlBlockRef
E E DataltemName
E DatasetRef
DataType

DefaultLabel

il Display Val3d
Show Textual Display
Show Widg

_ DisplayTex . @ o ® = UR_T60Master/ll
IEDName UR_T60Master
LDName
SCLDetails
SourceMAC DC-37-52-03-13-5A
& Display Vall 1 |
ol 1 |

©2U27 Altanova Group. ALl Rights Reserved



61850 TesT, cont. ALTANOVA

A isa Msmm WD TICHMP (i

© 61850 TesT v3.15 L N - o X

Display Live values of configured Data set/ Report items
Disy
f

Annunciator ]

..m.nciat ._ TS @

I

. AllRights Reserved




ol850 TesT, cont.

ALTANOVA

A DOBLE COMPANY

A isa Msmm WD TICHMP (i

@ 61850 TesT v3.1.5 -- Untitled

/ ¥ =\
(C:\U
Ei:r:! In GSE MAC 1P D TEG Name | LD GSE Control Block 1 & Enable PC = Select Dele
o E It Type Address MAC Address Address | IP Address Name Reference ID | Priority Bit Data | Simulation | all GN [ all GP | Value te
- ~ |GOOSE | Ge (DC-37-52-03-13 {01-0C-CD-01-00-00 UR_T60 Master | UR_T60Master/LLNOSGOSG 04 0 0 0 0 | Select =l x
— |GOOSE | Ge(DC-37-52-03-13 | 01-0C-CD-01-00-01 UR_T&D Master | UR_TEOMaster/LLNOSGOSG 14 il i O C x
— |GOOSE | LcfcHefe (S4-E1-AD- | 01-0C-CD-01-00-03 Chiline1CFG ChiLine1CFG/LLN0SGOSGcD 0 [} [ ] ] T %
— |GOOSE |LdcHefe (S4-E1-AD- | 01-0C-CD-01-00-03 SEL_351_1CF SEL_351_1CFG/LLNOSGOSM SEL 3511 0 0 0 i X
— |GOOSE |LdcHefe (S4-E1-AD- | 01-0C-CD-01-00-04 SEL_351_1CF SEL_351_1CFG/LLNOSGO SEL 3511 0 [ ] ] x
— |GODSE | LcicHefe (S4-E1-AD- | 01-0C-CD-01-00-05 SEL_351_1CF SEL_351_1CFG/LLNi SEL 3511 [ 0 ] "
' Dataset liems Data type | Default Value SCL file Custom label l — I Show live data |
| 6N [ use | GP | Use |
1 - general Boolean L | locPIOC1.5T.Op.general O 1] O 0 (] *
2 - phsA Boolean = locPIOCT ST Op.phsA O 0 O 0 (| x
3. phsB Boolean x ProtPhslocPIOC1.8T Op. phsB O 0 O 0 O %
4 - phsC Boolean ] | ProtPhslocPIOC1.ST.Op.phsC O 0 O 0 O x
5-g Quality E 00 [*! ProtPhslocPIOC1.8T Op.q O 0 O 0 O x
<
P
e
-

%ms Reserved



Transmision Digital
* Redes aisladas.
* Mensajes GOOSE y R-GOOSE.
* Puede mostrar hasta 16 Sampled Values
simultaneamente (9-2LE, 61869-9)
Monitoreo y Grabacion
* Configuracion del trigger para errores de
comunicacion en la red y eventos sobre el
sistemas de potencia.
* Control remoto o local de la unidad DNA.
* Puede permanecer en linea durante
periodos pronlongados.

Analisis en Tiempo Real
* Configuracion de formas de onda.
* Fasores.
* Compatible con sincronizacién PTP.

Guardar y Compartir Datos
* Soporta archivos PCAP y COMTRADE

* Practico archivo de proyecto. @

F6880 para Subestaciones Digitales

ALTAN OVA

A DOBLE COMPANY
ATED isa M WHB TICHM ()

Grand Master Clock
(master machine)

:(je

| o

£

—PT

=GO OS =y

Goose—1,| IED

Mu

—V&I SV SV

GOOSE By
sV

31

F6880 DNA

[ coose—{ | ED

sV

ETH or USB =
Comms

"Dcwn Load--1 Event Files

Load— SCLFiles

©2022 Altanova Group. All Rights Reserved



DNA Hardware ALTANOVA

ATED isa - MSgi WIHEY TECHMP (00w

Doble DHA 'Tj . 1
192, 165.1.28

Il AL NETWORK ANALYZER
et

200009000000
o000 OOOOROS
e9eeONE®OGOGOIOOSOO

Pantalla
Versidn de Firmware
Direccién IP

2 x Puertos SFP 3'x Puertos RJ-45 USB 3.0 Tipo B USB 3.0 Tipo A

Cobre / Fibra, 1 Gbps cada 10/100/1000 Mbps cada uno  Control Futuro Uso

©2022 Altanova Group. All Rights Reserved



F6880 - DNA el a0

A DOBLE COMPANY
i D

D isa M= W

Doble DNA

Firmware
Version

Hardware Connection
Version PL Version IP Address 0! TP knabled Device Status Status Auto Connect

Name Serial Number

04%-1216-01 . =
0123456790 V1.0.8.056 true Online Connected

Revision B

w
-
=]
M
i

& Connect/Disconnect
Edit

£ Isolated Networks
PTP
Health
Audit Events

Delete

[+

Firmware Update
Available Devices

@r‘ware ion
Serial Num 2 PL Version IP Address DHCP Enabled Device Status Status Auto

4 192.168.7.21 false Online

: Disconnected (] e
Revision 4

1 ) Revision 4 192.168.7.20 false Online Disconnected L wee

©2022 Altanova Group. All Rights Reserved



F6880 — DNA, cont. ALTANOVA

D isa M= W i (W

> Project: Doble SQA Lab 16 G) NOT_SYNCHED

Isolated Networks
Digital Network Analyzer

Name DHCP Server

[ rd

Control Bus. ° ¥

192.168. 3 . 10 255.265.255. 0 X . ox X . X

Process: SV GOOSE @ Name: Control Bus

Process Bus

Process: SV 8 GOOSE = Name: Process Bus

SV Bus

192.168. 5 . 10 255 265 0 O e e X . X . XX X . X . X

Process: Sv B GOOSE & Name: SV Bus

©2022 Altanova Group. All Rights Reserved



F6880 — DNA, cont. ALTANOVA

ATED isa - Msim WHEX TICHM (0w

< > Project: Doble SQA Lab

& Dsta Seiscice | W Propertes

prr—— K\

Event Triggers

Recorded Sorals
MABORTHIRS MEVCBI2 TXTRY
MAVCRILTXTNG MSVCB02TXTRZ
MSVCBO2.TXTR? MSVEB02 TXTRY
MSVCBO2.TXTRS MSVCBO2 TXTRA
» @ Msveeo3 MSVCBO2 TXTR2 MEVCBa2 TXTRS
jo MSVCBA2 TXTRE
MSVCBO2 TXTRT
MEVCBU2 TXTRE
PROT_ILOGLLNODS _TEST_| Bem 4-800! DA
@ PROT_ILOGLLNODS_TEST_I e 8-3eger DA
Progacty e
(IR
e
Durase Descrgaon

Otz Fenerene

Ostnation UAC Asyess

©2022 Altanova Group. All Rights Reserved



F6880 — DNA, cont. ALTANOVA

A isa Mximss, e i

i oobie ONA

@

Project: Doble SQA Lab [11] 2022-03-08 08:57:11 o NOT_SYNCHED

F8 Simulator
Anecateom — MSVCB02 TXTR1
= MSVCB02.TXTR2
— MSVCBO2 TXTRS
= MSVCBO2.TXTR4
— MSVCBO2 TXTRS

MSVCBO2TXTRG
= MSVCB02 TXTRT

MSVCBO2 TXTRE

100000

100000

CEE] LI CTEE] ww N CEEE] WSt

.l Live Data

Custom Label Dataset Name SCL Details State Number | Sequence Number | Simulsted | Message Arrival Time | Time of Last Change

ferm 1800l DA PROT_

1 tem 2:8001 BA ILDOLLNOSOS TESTI  PROT

1 em 38001 BA INOSOS TEST  PROT

foen 4-8oct DA PROT_ILDOLLNO.GCB_S

LDOLLINDS_TEST.|

YDA PROT_1LDOLLNO.GCB,

PROT_ 1LDOLLND.GCB,

DS TEST_! liem &-Timestamg DA

LLNDDS_TEST. 1 tem 7.8001 DA | PROT_ILDOLLNOGCS,

Goose PROT_1LOMLLIOS.

| Bem Biintoge DA | PROTILDOLLNOGCS.

TEST.

8001 DA

| PROT_1DOLLNOGCE.

NODS_TEST_I1taem 10-insager DA | PROT_ILDOLLNOGCH_

DOLLNOOS_TEST_ | em 11:8001 O& | PROT_ILDOLLNO.GCB
— MSVCBO2 TXTR1
— MSVCBO2 TXTR2
— MSVCBO2 TXTR3
— MSVCBO2 TXTRA
— MSVOBO2 TXTRS

MSVCBOZ.TXTRE
= MSVCBO2. TXTRT
— MSVCBO2TXTRE

wnn [T

2] CoET o
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A isa MxmEs WEE TICHM? (2

< > Project: Doble SQA Lab

Overcurrent Trip | 2022-03-08 08:34:21
Digital Network Analyzer

& MSVCBO2_00-1E-D4-00-9A-AC_01-0C-CD-04-00-0;
Volage .
Current [

Phasce

Wamonics EEEmEsT = |
ar/fa = = = =
Symmatrical Components

# GSE Data ltems.

« PROT_ILDO cummtnt 8
Anaiog

Rmmoncs s1amvemr

VOLTAGE §1.MEVCRN
s = et Ve

YN TRIZAL COMPORENTS
ey

agrce. Magreuroe Ange
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< 3 Project: Doble SQA Lab

Audit Events

EXPORT TO EXCEL

n Event Timo

20220308 14:45:36

20220308 14:45:36
20220308 14:20:13
2022-03-08 14:25:43

2022-03-08 14:21:32

20220308 14:19:09

20220308 14:19:09
20220308 14:14:50
2022-03-08 135757
20220308 1357:.09
20220308 1352.37
0220308 135219
20220308 13:51:41

2022-03-08 13:50:17

2022-0308 13:50:14

2022-03-08 134945

20220308 13:49:45
20220308 134757
20220308 13:47.56
20220308 1347:08
20220308 13:45:00

F6880 — DNA, cont.

Module

Systom
User
User

User

Network

System
User
PTP

User

Network

System
PP
PTP
User

User

Description
Isolaton network chang
Bus): 192.168.3.10, 255
USB<tx/>Filter

SSE<be/>eth1 (SV Bus) 192.168.5.10,
>Ports: Port 4, PTP<be/>Filter: GSE. SV

remate device -192.168.3,10

Hon initiated delete trigger

iated delete lve-data config

ppiication deleted device « 192.168.7.212

Jon network changed. <ben>Prev configuration: <bi>eth0 (Control
) 192.168.3.10, 2565.266.255.0, <be>Ports: Port 1, USB<be>Filter,
GSE<b>eth! (SV Bus) 162.168.5.10, 265265 .255.0, <bu>Ports: Port
4, PTP<tei>Fier: GSE, SV<binNew configuration: <be/>eth (Conts
Bus) 192.168.3.10, 265.265.255.0, <tx>Ports: Port 1, DHCP,
USB<be/>Filter: GSE<br/>eth1 (SV Bus): 192.168.5.10, 255.265.255.0,
<bef>Ports: Port 4, PTP<ber>Fiter: GSE, SV

DNA apphcation connected 1o remote device -192.168.3.10

jon enabled aulo connect device - 192.168.3.10

DNA appl
PTP status changed 1o Nor_smch
ONA apol

PTP status changed 1o SYNC_SUCCESS

jon disabled auto connect device - 192.168.7.212

DNA appication enabled auto connect device - 192.168.7.212

DNA application disabled auto connect device - 192.168.3.10

cal
PTP status changed to NOT_SYNCHED

PTP 322

s changed 10 DISABLED

Isolation network changed. <te/>Prev configuration: <br/>ethD (C
Bus) 192.168.3,10, 265.255.265.0, <te>Pons: Pont 1, PTR,
USB<tenF 1(SV Bus): 192.168.5.10, 265.256.255.0,
<tx/>Ports: Port d<tur>Filter; GSE, SVabi/>New configuration: <be/>eth
{Control Bus): 192.168.3.10, 255.255.255.0, <tu/>Ports: Port 1
USB<twr>Fier: GSE<br. 1 (SV Bus) 192.168.5.10, 256.266.255.0,
<tx>Ports: Port 4, PTP<tx>Filter: GSE, SV

arol

Nor: GSE <be/>

ZAtON CONNBCIed 10 remote device -192 168.3.10

DNA ag
PTP status changed 1o NOT_SYNCHED
PTP status changed to DISABLED

ion intiated dashboard refresh

tion infiated dashboard refresh

High

Maodium

Medk

Medium

Medium

High

Medum

High

Medium
High
High
Medum
Medium

ALTANOVA

2022-03-08 09:14.08 o NOT_SYNCHED

A DOBLE COMPANY
iMP D
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F6880 — DNA, cont. ALTANOVA

RS isa Msgmy WIHB TICHM Q)

Processors Disc Space
47482MB/195GB 82.32 MB 1 999.

152G8/10

Network Interfaces
] Display Name Intertace Name Ports IPAddress

Subnet Mask

1 Control Bus & Port 1 192.168.3.10 255.255.285.0

2 SVBus athl \ Port4 162.168.5.10 255.256.255.0
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